
Ransomware in the 
Healthcare Industry

Ransomware continues to dominate headlines with no sign of slowing down. What 
started more than 30 years ago has become one of the most prevalent and lucrative 
cyberattacks. Since April 2021, the healthcare sector has been the most targeted by 
ransomware threat actors. Research shows that an average of 1,000 organizations 
were impacted by ransomware attacks each week since then, which is a 21 percent 
increase from the first quarter of 2021 and 7 percent rise in April, alone.

Cyber attacks on third-party providers are  
far-reaching and dangerous for the global healthcare sector. 
While organizations shore up their own systems and sleep soundly thinking that their cyber borders 
are secure, they oftentimes assume that the vendors they do business with take the same precautions. 
And that’s the assumption that can potentially make hacker groups around the world very wealthy.

The yearly hidden costs of managing third-party risk using traditional methods is $3.8 million per  
healthcare provider, far surpassing the $2.9 million that the average data breach costs. Healthcare  
providers have an average of 1,320 vendors under contract, but just 27% said they assess all vendors annually.

The CyberGRX platform was created with the help of design partners such as Aetna for an emphasis on 
healthcare and healthcare-focused regulations. With CyberGRX you get a portfolio-wide view that lets you see, 
measure, and reduce the overall risk across your third-party portfolio. With 360-degree correlated data and rich, 
diverse analytics to support real-time decision making, you have more insight into your risk surface than ever 
before, while still protecting EPHI. Together with enhanced privacy controls, you can effortlessly meet third-party 
regulatory requirements that apply when data is shared with third parties, reducing your cyber risk even more.

According to Sophos’ “State of Ransomware in Healthcare” report:

34% of healthcare organizations were hit by ransomware 
in the last year

65% of those hit by ransomware said the cybercriminals 
succeeded in encrypting their data 

44% of those whose data was encrypted used backups to 
restore data instead of paying the ransom

34% of those whose data was encrypted paid the ransom 
to get their data back 

93% of affected healthcare organizations got their data 
back, but only 69% of the encrypted data was restored

https://healthitsecurity.com/news/ransomware-attacks-surge-102-in-2021-as-triple-extortion-emerges
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Reduce Risk & Scale your Healthcare Third-Party Cyber Risk 
Management Program with the CyberGRX Exchange

Challenges for the Healthcare Industry          CyberGRX Impacts

Largely powered by legacy IT systems Cloud-based platform with state-of-the-art 
security and risk controls

Digital transformation due to  
remote work and telehealth  
services increases cyber risk

Drive rapid results with dynamic third-party 
risk data and advanced analytics that provide 
a real-time and prioritized view of critical risk

Regulations such as HIPAA require that 
covered entities perform third-party due 
diligence as it relates to EPHI

Detect any control gaps typically exploited 
in common attacks as well as map controls 
to standard and custom frameworks with 
Framework Mapper

Security postures of third parties can 
change without notice, leaving healthcare 
organizations open to unknown risk

Respond quickly to breaches and have a 
clearer view of real-life risk scenarios to 
reduce exposure on a continuous basis with 
portfolio-wide visibility and threat profiles

Shrinking IT Budgets and headcount  
despite the increased use of third parties

Accurately forecast spend due to a fixed 
pricing model and sharing of expenses with 
other companies via exchange economics, 
allowing organizations to do more with less

www.cybergrx.com

Contact us today to learn how CyberGRX can help you protect 
your third-party digital ecosystem with a data-driven approach 
so you can defend yourself differently.

For more information on ransomware and third-party cyber 
risk, check out these resources.

http://www.cybergrx.com
https://content.cybergrx.com/ransomware-v2

