Cyber $ GRX | PRODUCT GUIDE

Be Confident

iRvoulr Ehind-
Party Risk
Management

Stop Chasing Assessments. Start Using Analytics.

Evolve your third-party risk management (TPRM) program to make vendor or portfolio-wide decisions
with insights built off of data from over 13,000 attested assessments and 250,000 companies. Join
top Fortune 50 companies to make faster, more confident cyber risk decisions with trusted data to
secure their entire portfolio, no matter the size of your team.

Current Way CyberGRX Methodology

Decide who to assess Prioritize vendors based on risk

Request 1:1 assessments Use Exchange data to reduce assessments
Evaluate each report Pinpoint relevant unmet controls

Defer to vendor mitigation Begin mitigation with data in hand

Manage your spreadsheet Command an all-in-one platform

Forgo the manual process of managing vendor risk for
an intuitive, data-driven approach backed by advanced

machine learning of our standardized data to drastically CO /ga t@ PG /m O / I\/e

reduce your assessment dependency. A / d h .
Leverage the CyberGRX Exchange to access the top 85% Cce erate t elr

of attested assessments. If one doesn’t exist, use our
patent-pending Predictive Risk Profiles, with up to 91% assessmeﬂt GHC/

accuracy, to make confident, quick vendor decisions.

Use our data and tools to move from “volume-based TPR M deCISIOHS

assessment chasing” to a proactive risk analysis program 0
tailored to your organization’s specific concerns while by 75 /O
satisfying stakeholders and laying the foundation

for scalability.




CyberGRX enables your team to make
decisions faster with fewer resources.

Our way of solving a very complex problem is simple: start with the big-picture so you know what you're dealing
with, provide trusted data to highlight your riskiest areas, pinpoint specific controls, and monitor your vendors.

|[dentify & Assess

Stop using spreadsheets to organize your portfolio; access the world’s largest third-party risk Exchange to prioritize your
vendors based on the risk they pose to your business and make confident assessment decisions.

PORTFOLIO ., AUTO-INHERENT
MANAGEMENT Wil RISK

Get an overview of your entire third- View which vendors expose you to risk across
party ecosystem with risk levels, the eight business assets: Business Processes,
number of available assessments in the People, Digital Identities, Applications, Data
Exchange, and assessment status. Devices, Networks, and Facilities.

Analyze & Report

Get meaningful insights and make informed decisions faster by using data to review your
vendor’s controls, tailored to your organizational structure or industry.

% FRAMEWORK @ ATTACK SCENARIO

% MAPPER Y@ ANALYTICS

Evaluate your vendor by selecting from Test your vendor against the global standard
our library of industry frameworks or MITRE ATT&CK® Framework across twelve
Cyber Threat Profiles based on real- key security areas like “Credential Access”
world attacks to uncover which unmet or “ Exfiltration” to understand the risks
controls will leave you vulnerable. important to you.

Monitor & Secure

2y PREDICTIVERISK

% PROFILES

Leverage predictive data with up to 91%
accuracy based on firmographics, outside-
in-data, and Exchange insights to prioritize
which vendors need further evaluation.

C, PORTFOLIO RISK
FINDINGS

Discover the poorest-performing vendors
or the most shared unmet controls in your
portfolio when viewed through an industry
framework or Cyber Threat Profile to hone
in on your most significant threats.

Mitigate vulnerabilities and breaches with continuous monitoring. Receive alerts about potential

security issues with vendors so you can start proactive security measures.

.
3% RISK ALERTS ¢ MONITORING

Receive near real-time alerts when any Gainimmediate intelligence of a vendor’s

of our 41 risk rules get triggered by deep rating from nine essential security areas

and dark web scans across categories and compare their health against the

like data leaks or breach intelligence. industry average.

Take the Next Step in TPRM

Understand Your Portfolio Prioritize Third Parties Manage Your Risk

Be Proactive

Leverage our Exchange data View your third party’s Our portfolio-wide features Get notified immediately
and features to determine vulnerabilities through give you the power to filter if your vendors’ security is
the risk hiding in your specific business or security your portfolio through crucial compromised or attacked.

portfolio. Understand where areas that matter to you so security concerns, helping you Use the provided data to
the blindspots are and who you can address those who to evaluate and understand coordinate an effective

warrants an assessment. pose the greatest risk. any unmet controls.

risk reduction strategy.



Great Southern Bank

Greqt ‘CyberGRX has added efficiency and
productivity to our third-party risk
Southern

management process by allowing
Ban quicker review cadence and control
assurance at scale”

V /
<

Verizon

“CyberGRX Predictive Risk Profiles provide
me dynamic and immediate data on my
third parties that | previously did not have

u \/
with assessments alone. | have visibility verl Z On
to data on more than 50% of my third

parties under management; | like CyberGRX
because it removes the use of spreadsheets
and manual information security reviews”

Tihe-lIniversiEvaor
Southern California —

“CyberGRX has moved our program from
a volume-driven assessment program to
a risk-based third-party program. We now
have risk insight into 25% of our vendor
population through the platform, a major
improvement from the 5% we had before.”

Go ge @AQBE <.MassMutual aWs eaetna




Book a demo today and
gain free insights into your
portfolio’s riskiest third parties.

1 Upload your list of third
parties into our Exchange.

2 Discover unmet controls
and portfolio blindspots.

3 Mange your third-party
cyber risk confidently.

Visit for more info

About CyberGRX

CyberGRX is the world’s first and largest third-party risk Exchange, equipping organizations
with unparalleled cyber risk intelligence. Powered by 13,000 attested assessments, 225,000
company profiles, data on 425 of the 500 most commonly requested vendors, and 100%
standardized data, only CyberGRX provides third-party threat intelligence, predictive risk
insights, outside-in scanning and scoring, and a portfolio-wide view of security gaps. As a
result, cybersecurity professionals can plan appropriately, make decisions confidently, and
sleep soundly. CyberGRX is trusted by leading brands around the globe and was designed
with partners including Aetna, Blackstone, and MassMutual.

Cyber @ GRX
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